Data Processing Agreement (DPA)

Version: 1.2
Effective date: 2025-07-14

Between:

Controller: The Customer using the Frej.ai service (“the Customer”)

Processor: Norse Al Solutions AB, org.nr 559495-2649, Askrikeviagen 32, 181 46 Lidingo,
Sweden (“Norse Al Solutions AB”)

1. Introduction and Applicability

This Data Processing Agreement (“DPA”) forms part of the Frej.ai Terms of Service and governs
Norse Al Solutions AB’s processing of personal data on behalf of the Customer when providing the
Frej.ai service.

By using the Frej.ai service, the Customer accepts this DPA. No separate signature is required.
This DPA ensures compliance with the EU General Data Protection Regulation (EU) 2016/679
(GDPR) and other applicable data-protection laws.

2. Subject Matter and Duration

Subject matter: Operation and maintenance of the Frej.ai chatbot platform.

Purpose: Processing user interactions and related technical data to deliver automated
responses, analytics, and quality improvements.

Duration: This DPA remains valid for as long as Norse Al Solutions AB processes personal
data on behalf of the Customer.

Data subjects: Website visitors and end-users interacting with the Customer’s chatbot.

Categories of data: Text inputs that may occasionally contain personal data voluntarily
entered by users.

3. Roles and Responsibilities

The Customer acts as the Data Controller, determining the purposes and means of processing.
Norse Al Solutions AB acts as the Data Processor, processing data only in accordance with the
Customer’s documented instructions and this DPA.

Norse Al Solutions AB does not determine the purpose of processing and does not use customer
data for its own purposes.

4. Security Measures

Norse Al Solutions AB maintains appropriate technical and organisational measures to ensure the
security, confidentiality, and integrity of personal data, including:



Hosting in Sweden on GleSYS AB, ISO 27001-certified data centres.
Encryption (HTTPS/TLS) for all data transfers.

Role-based access control and secure authentication.

Regular software updates and vulnerability monitoring.

Separation of production and development environments.

Detailed technical information can be provided upon request.

S. Data Retention and Deletion
Chat logs are stored for 1 year to enable analytics, quality assurance, and troubleshooting.

After 12 months, all chat data is automatically and permanently deleted from active
systems and backups.

Norse Al Solutions AB does not require or store personal identifiers (such as names or
emails) unless voluntarily provided in chat.

Logging is essential for service reliability and cannot be disabled, but no unnecessary
personal data is stored.

Upon termination of the main service agreement, all remaining personal data will be deleted
within 30 days, unless EU law requires longer retention.

6. Sub-processors

Norse Al Solutions AB uses a limited number of trusted sub-processors to deliver the service:

Sub-processor Purpose Location
GleSYS AB Hosting and infrastructure Sweden
OpenAl Ireland Ltd Al inference and text generation Ireland (EU)
Stripe Payments Europe Ltd Payment processing Ireland (EU)

All sub-processors are bound by written agreements ensuring GDPR compliance.
No personal data is transferred outside the EU/EEA.

7. Sensitive Data

Norse Al Solutions AB does not collect, request, or process sensitive personal data (such as health,

political, or religious information).
The Frej.ai service is designed to provide general information and does not require users to enter

personal data.

Norse Al Solutions AB systematically performs reviews to ensure system quality and to detect

potential issues.
Sensitive content is identified, flagged, anonymized, or permanently deleted.



8. Assistance to the Controller

Norse Al Solutions AB shall assist the Customer, where reasonably possible, in fulfilling
obligations under GDPR, including:

Responding to data-subject rights requests (access, rectification, erasure, etc.).
Managing personal-data breaches.
Providing information necessary for data-protection impact assessments (DPIAs).

If a data-subject contacts Norse Al Solutions AB directly, the request will be immediately
forwarded to the relevant Customer.
Requests and inquiries can be sent to privacy@frej.ai.

9. Data Breach Notification

In the event of a personal-data breach, Norse Al Solutions AB shall notify the Customer without
undue delay after becoming aware of it, providing sufficient information to enable the Customer to
meet obligations under Articles 33—34 GDPR.

10. Audits and Documentation

Norse Al Solutions AB maintains records of processing activities in accordance with Article 30
GDPR.

Upon reasonable request, Norse Al Solutions AB will provide documentation necessary to
demonstrate compliance with this DPA.

Formal audits may be conducted only if required by law or competent authority, and must be
agreed in advance between the parties.

11. Liability and Governing Law

Each Party’s liability for data-protection matters is governed by the Frej.ai Terms of Service.
This DPA shall be governed by Swedish law, and any disputes shall be settled by Swedish courts.

12. Contact

Norse Al Solutions AB
privacy@frej.ai
Askrikevdgen 32, 181 46 Lidingd, Sweden




